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ABSTRACT 

Fundamental rights are a collection of basic rights inherent by birth to every individual. Such 

rights should be entrusted to every citizen of the country, guaranteed by proper remedial 

mechanisms. The growth of privacy as a right in India and its elevation to the status of a 

fundamental right has been a gradual and tempered one. Right to privacy is an integral part 

of the right to life as laid down under Article 21 of the Constitution. The Personal Data 

Protection Bill 2019 aims to provide individuals with the choice to secure the intrinsic value 

of one's life-privacy. This Paper seeks to analyse the jurisprudential development of the right 

to privacy in India through the stance of the Constitution, current legislative framework and a 

plethora of Supreme Court judgements, as its advent and origin are essential to test the veracity 

of the Bill. The aim of informational privacy and data protection is to secure individuals' 

autonomy and ensure that individuals have command over their information. The Paper aims 

to analyse whether the Personal Data Protection Bill 2019 is in consonance with the General 

Data Protection Regulation (GDPR) data protection regime and the principles of privacy 

rights laid down in Justice K.S Puttaswamy v Union of India. This Paper purports to address 

the Bill's failure to establish an effective framework in implementing data protection and 

privacy principles. This Paper aims to provide relevant recommendations to strengthen the 

framework established by the Bill and ensure the actualisation of its objectives of data 

protection and informational privacy in India. 

 

1 Manan Khandelwal is an undergraduate student from School of Law, Christ (Deemed to be University), 
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INTRODUCTION 

In the era of digital footprints and dominating presence of virtual society, one's control over 

personal information is vulnerable. Digital transactions and information exchange have taken 

leaps and bounds, as modern technology and lifestyle are on the horizon of growth.2 The 

personal data of an individual encompasses an array of information, which the human mind 

may not comprehend. There exists no standardised definition to restrict the meaning of data 

that may be classified as personal data. Due to rapid modernisation, India has seen a massive 

transition in technology and scientific methods. The growth and modernisation of technology 

have led to innumerable acts of sharing personal data across the globe.3 The monumental 

figures of data sharing and information exchange are significant factors for India's personal 

data protection decline.  

Aristotle's principle has equipped humanity to distinguish between the private (Okis) and public 

(Polis) domains.4 The conception of such differences provides for recognising the necessity for 

safeguarding privacy, considering its impact on one's life.5 The perception of privacy as a 

legitimate right has been dominant in India, bearing the characteristics of value and morale, in 

contrast to perceiving it merely as an interest.6 Privacy was initially not accepted as an interest/ 

right because the concept was considered to be covered under existing interests/rights protected 

by law.7 Economists were adamant in rejecting privacy as a beneficial interest because it failed 

to have economic efficiency.8  

Informational privacy is vital to establish the significance of the private sphere of an 

individual's life.9 The technological revolution has led to the transmission of enormous 

amounts of data and personal information over the internet.10 Transmission of data exposes the 

identity of personal information, making the privacy of data vulnerable.11 From its conception 

as a moral value to informational privacy impacted by technology, the evolution of privacy has 

 
2 YIANNIS LAOURIS, THE ONLIFE MANIFESTO BEING HUMAN IN A HYPERCONNECTED ERA, 138-139 (Luciano 

Floridi (eds), 1st ed, 2015).  
3 Prakhar Bhardwaj & Abhinav Kumar, Comparing Two Inchoate Conceptions: Balancing Privacy and Security 

by E-Surveillance Laws in India, 3 NAT'L L.U. DELHI STUD. L.J. 1, 4 (2014). 
4 J. Roy, Polis and Oikos in Classical Athens, 46 GREECE & ROME 1, 10 (1999).  
5 David Ivanovič, Conceptualization of public sphere and public interest, GRANT JOURNAL 18, 18-21 (2014). 
6 Apar Gupta, Balancing Online Privacy in India, 6 INDIAN J. L. & TECH. 43, 45-46 (2010). 
7 Judith Jarvis Thomson, The Right to Privacy, 4 PHILOSOPHY & PUBLIC AFFAIRS 295, 297-300 (1975). 
8 Richard A. Posner, The Economics of Privacy, 71 AMERICAN ECO. REV. 405, 408 (1981).  
9 Samuel D. Warren & Louis D. Brandeis, Right to Privacy, 4 HARV. L. REV. 193, 205 (1891). 
10  Priyank Jain, Manasi Gyanchandani & Nilay Khare, Big data privacy: a technological perspective and review, 

3 J. BIG DATA 1, 3 (2016). 
11 Porambage, Pawani & Schmitt, Corinna & Kumar, Pardeep & Gurtov, Andrei & Ylianttila, Mika & Vasilakos, 

Athanasios, The Quest for Privacy in the Internet of Things, 3 IEEE CLOUD COMPUTING 36, 40-41(2016). 
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played a crucial role in shaping data protection in modern society. Privacy aims to knit the 

ideals of integrity, dignity, independence, and autonomy, forming the foundation of privacy.12   

While personal data protection identifies the inter-relationship between data, human dignity, 

and individual's right, it is essential to restrict the scope & implementation of informational 

privacy based on data exchange as all personal data cannot be controlled.13 Informational 

privacy depicts an individual's assertion concerning the extent of the information they decide 

to share with other individuals or groups.14  

This Paper seeks to portray the jurisprudence and historical development of privacy rights in 

India as its advent and origin is essential to test the veracity of The Personal Data Protection 

Bill 2019 (hereinafter referred to as 'PDP Bill' or 'Bill') and determine the proposed legislation's 

contemporary relevance. The Paper aims to critically analyse and compare the provisions of 

The Personal Data Protection Bill 2019 with the General Data Protection Regulation 

(hereinafter referred to as "GDPR") and the principles of privacy rights laid down in the Justice 

K.S Puttaswamy v Union of India judgement. This Paper purports to address the Bill's departure 

from establishing an effective framework in implementing data protection and privacy 

principles to address the PDP Bill's lacunae. This Paper aims to provide relevant 

recommendations to strengthen the PDP Bill's framework, ensure the actualisation of its 

objectives, and achieve data protection and informational privacy in India. 

DEVELOPMENT OF RIGHT TO PRIVACY IN INDIA 

Individuals are subject to constant monitoring through the use of information technology.15 

Possible consequences of sharing information may lead to individuals fearing to disclose 

information. Data mining and the use of cookies to access websites have led to the generation 

of new information about individuals. Profiles about individuals are created by attributing them 

with a specific personality, distinct behaviour and other characteristics based on accumulated 

information. Individuals have limited control over their virtual personalities and the 

dissemination of such information. The new perception created may not be an accurate 

representation of one's personality, causing great exposure to the uncertainty of such data. 

 
12 EDWARD J. BLOUSTEIN, INDIVIDUAL & GROUP PRIVACY, 8 (Taylor & Francis Group eds., 2nd ed., 2003). 
13 W. A. Parent, A New Definition of Privacy for the Law, 2 SPRING. L. & PHIL. 305, 330-332 (1983). 
14 Alan F. Westin, Privacy and Freedom, 25 WASH. & LEE L. REV. 166, 177-184 (1968). 
15 Kritika Bhardwaj, Preserving Consent within Data Protection in the Age of Big Data, 5 NAT'L L.U. DELHI 

STUD. L.J. 100, 102 (2018). 
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Furthermore, governments worldwide are trending towards greater reliance on data and 

information, which opens the door for utilising data for several reasons and creates avenues for 

harming individuals.16 This situation poses a threat to the cybersecurity of Indian citizens, 

considering the large volumes of data processed and shared daily.  

No robust legislation in India explicitly protects citizens' data and informational privacy, 

exposing a law gap. The enactment of the PDP Bill will fill in the existing gap in the law. 

However, legislation on personal data protection can be effectively implemented if it aligns 

with the Indian jurisprudence on personal data security and the right to privacy.17 Currently, 

India lacks the presence of an agency or legislation protecting privacy rights.18 The situation 

demands tracing the evolution of privacy in India through various legislation and judicial 

decisions to determine the PDP Bill's relevance. 

1. CONSTITUTION OF INDIA 

The spirit of the Indian Constitution has been to serve the country's citizens on the principles 

of democracy, equality, justice and liberty. Although no specific provision of the Constitution 

of India mentions the right to privacy, the judicial interpretation of Article 1919 and Article 2120 

has established it to be a fundamental right in India.21 Several provisions of the Constitution 

specify the existence of privacy of individuals in distinct situations. Right to life and personal 

liberty encompasses protecting the dignity of every individual. The right to privacy can be read 

under Article 19(1)(a), which provides the fundamental right of freedom of expression and 

speech.22 

Further, Article 22 prohibits the detention and arrest of persons in instances, which may violate 

the suspect's privacy.23 Article 300A provides for the privacy of an individual's property which 

cannot be taken away, except by the procedure established by law.24 Therefore, formulating 

the PDP Bill by reading into Article 21, to include informational privacy, is in accordance with 

the spirit of the law. The data principal possesses the right over their data under the PDP Bill. 

 
16 Christina P. Moniodis, Moving from Nixon to NASA: Privacy 's Second Strand: A Right to Informational 

Privacy, 15 YALE J.L. AND TECH. 139, 154-159 (2012). 
17 Dhiraj R. Duraiswami, Privacy and Data Protection in India, 6 J.L. & CYBER WARFARE 166, 167-171 (2017). 
18 Sheetal Asrani-Dann, The Right to Privacy in the Era of Smart Governance: Concerns Raised by the 

Introduction of Biometric-Enabled National ID Cards in India, 47 J. INDIAN L. INST. 53, 61 (2005). 
19 INDIA CONST. art. 19, cl. 1 (a). 
20 INDIA CONST. art. 21. 
21 Justice K.S. Puttaswamy & Ors. v Union of India& Ors, A.I.R. 2017 S.C. 4161. 
22 Sougata Talukdar, Privacy and Its Protection in Informative Technological Compass in India, 12 

NUJS L. REV. 287, 296-300 (2019). 
23 INDIA CONST. art. 22. 
24 INDIA CONST. art. 300 A. 



A CRITICAL ANALYSIS OF THE PERSONAL DATA PROTECTION BILL 2019 VIS- À -VIS DATA 

PROTECTION AND PRIVACY 

 

 5 

The adoption of the rights-based approach is in accordance with Article 21 of the Constitution 

of India.25 

2. LEGISLATIVE FRAMEWORK AND INFORMATIONAL PRIVACY  

 Data protection in India is governed by separate legislation based on the form of the data. This 

mechanism indicates a gap prevalent in the existing legal framework and the need to establish 

a specific law for personal data protection, standardising the system and negating the lacunae 

prevalent in the current legislation.  

The Indian Contract Act, 187226, plays a critical role in protecting data and remedies for a 

security breach. Numerous transactions relating to information exchange or data sharing occur 

between individuals, organisations, and governments through an agreement. Several 

agreements pertain to the security of personal data, protection of privacy and confidentiality. 

Such contracts bind the parties for securing the data and provides remedies for breach of 

privacy, security, or other contractual obligations.  

The Information Technology Act 200027 (hereinafter referred to as 'IT Act') and the 

Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal 

Data or Information) Rules, 2011 (hereinafter referred to as 'Security Rules') is the foundation 

of the personal data protection and securing individuals' privacy. The Information Technology 

(Amendment) Act 2008 (formulated to legislate and protect electronic data), together with the 

Security Rules, provides a mechanism for storing, collecting, and processing personal 

information by corporations & industries, disclosing information, transferring data,  privacy 

policy, and reasonable security practices of sensitive personal data and personal information.28 

Section 43A and Section 72A of the IT Act impose civil liability on corporates handling data 

who fail to comply with the standards stated above.  

The 2011 Rules form the base on which the PDP Bill is drafted and provides guidance for what 

the PDP Bill seeks to achieve. The distinction between sensitive personal data and personal 

information is incorporated in the PDP Bill. The IT Act lacked defining personal data; the PDP 

Bill has taken the reigns in this regard. The categorisation of data removes ambiguity in the 

 
25 Umang Joshi, Online Privacy and Data Protection in India: A Legal Perspective, 7 NUALS L.J. 95, 98 (2013). 
26 Indian Contract Act, 1872, No. 9, Acts of Parliament, 1872 (India). 
27 Information Technology Act, 2000, No. 21, Acts of Parliament, 2000 (India). 
28 Latha R. Nair, Data Protection Efforts in India: Blind Leading the Blind, 4 Indian J. L. & Tech. 19, 22-23 

(2008). 
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law and provides a definite scope for application and interpretation. The Security Rules state 

that the transfer of sensitive personal data by acquiring the provider's consent was an 

affirmative step in data protection.29 Adopting the same principles in the PDP Bill was essential 

to maintain the integrity and balance within the Indian legal system and provide individuals 

control over their sensitive information.  

The IT Act was formulated on the ideals of preventing harm caused by unauthorised disclosure 

of data to third parties. The absence of dedicated legislation on data protection has led to the 

formulation of various rules by the Ministry of Electronics and Information Technology under 

the IT Act. India has recognised data to include moveable property (stored in tangible form) or 

intellectual property (held electronically). Therefore, the liability for misappropriation or 

infringement of different forms of data is imposed by the Indian Penal Code, 1860 and the 

Copyright Act, 1957 to name a few. The Public Financial Institutions (Obligation as to Fidelity 

and Secrecy) Act, 1983 provides a rigid mechanism for a public institution to disclose 

information and lays down the circumstances for secrecy and disclosure. 

Privacy does not include merely the non-disclosure of information and confidentiality of data. 

The flip side of privacy incorporates the transparency and accountability of the system. The 

Right to Information Act, 2005 covers this aspect by providing access to information held with 

the Government and public authorities.30 The protection of different data forms by a plethora 

of existing legislation in India shows the importance of safety and security for individuals' data 

and privacy.31 Regardless of the positive steps taken under the IT Act and other legislation, 

there is a need to have legislation solely dedicated to data protection.32 

3. JUDICIAL DECISIONS 

The Constitution of India does not explicitly state the right to privacy as a fundamental right, 

which has led to distinct opinions of the citizens' privacy rights by the Indian judiciary.33 The 

origin of informational privacy can be identified by analysing the evolution in the stance of the 

Indian judiciary on the right to privacy as a fundamental right. 

 
29 Asang Wankhede, Data Protection in India and the EU: Insights in Recent Trends and Issues in the Protection 

of Personal Data, 2 EUR. DATA PROT. L. REV. 70, 71-73 (2016). 
30 § 4, The Right To Information Act, 2005. 
31 Vinita Bali, Data Privacy, Data Piracy: Can India Provide Adequate Protection for Electronically Transferred 

Data, 21 TEMP. INT'L & COMP. L.J. 103, 103-106 (2007). 
32 Subhajit Basu, Policy-Making, Technology and Privacy in India, 6 INDIAN J. L. & TECH. 65, 69-72 (2010). 
33 Ujwala Uppaluri & Varsha Shivanagowda, Preserving Constitutive Values in the Modern Panopticon: The Case 

for Legislating Toward a Privacy Right in India, 5 NUJS L. REV. 21, 33, 42–44 (2012). 
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Initially, the Hon'ble Supreme Court rejected the contention of reading the right to privacy as 

a facet of the right to life enshrined under Article 21. In M. P. Sharma and Ors. v Satish 

Chandra, District Magistrate, Delhi and Ors.,34 the Court was of the reasoning that the 

forefathers of the Constitution have deliberately excluded the recognition of the right to 

privacy, as it would defeat the purpose of such regulations which are focused on securing the 

society. 

Similarly, in Kharak Singh v State of Uttar Pradesh and Ors.35, it was held that the Constitution 

does not recognise the right to privacy, and reading this right into other provisions of Part III 

of the Constitution would defeat its purpose. However, the dissenting opinion by Subba Rao 

J., stated that personal liberty and privacy are interdependent. Expanding the meaning of 

"personal liberty" and the integration of privacy as an essential facet of Article 21 was a 

revolution in the germination of the right to privacy in India. This opinion led to the acceptance 

of privacy as an essential facet of the right to life and personal liberty in India. Gradually, there 

was a conditional acceptance of the right to privacy being applied on a case-to-case basis. 

Privacy of an individual has been correlated to liberty, which is guaranteed protection under 

the Constitution.36 Eventually, the approach towards accepting the right to privacy as an 

absolute and fundamental right arose from its absence explicitly mentioned in the 

Constitution.37 In the preceding cases, the Apex Court recognised the right to privacy based on 

the situation prevailing in the case, where an infringement of personal liberty guaranteed under 

Article 19(1)(d) and Article 21 is a violation of the privacy of an individual.38  

The Indian judiciary gradually recognised the right to be left alone as a part of Article 21 of the 

Constitution of India, which brought in a new wave of jurisprudence to the concept of privacy.39 

The initial acceptance of the right to privacy as a fundamental right in India was through the 

Supreme Court in People's Union for Civil Liberties (PUCL) v Union of India.40 Right to 

privacy was accepted as an intrinsic part of the right to life and personal liberty. However, the 

judgement led to certain ambiguities in interpreting the right to privacy and its application. 

While recognising the right to privacy as a fundamental right was essential, the judiciary could 

 
34 M. P. Sharma and Ors. v Satish Chandra, District Magistrate, Delhi and Ors., A.I.R. 1954 S.C.R. 1077 (India). 
35 Kharak Singh v State of Uttar Pradesh and Ors., (1964) 1 S.C.R. 334 (India). 
36 District Registrar and Collector, Hyderabad v. Canara Bank, (2005) 1 SCC 496 (India). 
37 Govind v State of M.P, (1975) 2 S.C.C. 148 (India). 
38 Malak Singh v. State of Punjab and Haryana, (1981) 1 SCC 420 (India). 
39 R. Rajagopal and Anr. v State of Tamil Nadu, (1994) 6 S.C.C. 632 (India).  
40 People’s Union for Civil Liberties (PUCL) v Union of India, (1997) 1 SCC 301 (India). 
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not provide an irrebuttable justification to enshrine the same under Article 21. Upholding 

privacy as a fundamental right and clearing the ambiguities concerning its recognition became 

the need of the hour. 

The evolution of cases depicts that the right to privacy transformed from a situational right to 

a fundamental right. This growing acceptance was in sync with society's development in 

acknowledging the notion of privacy. The acceptance of society's changes and the requirement 

for recognition of right to privacy indicate the progressive views of the Indian judiciary 

regarding data protection. 

PUTTASWAMY JUDGEMENT AND DATA PROTECTION IN INDIA 

In Justice K.S. Puttaswamy & Ors. v Union of India & Ors.41 (hereinafter referred to as the 

"Puttaswamy Judgement"), the constitutional validity of the Aadhar Card Scheme was 

challenged. There was a direct clash between the right to privacy enshrined under Article 21 

and the collection of biometric data of the Indian citizens.42 Establishing a co-relation between 

dignity and privacy, the Court held that recognising right to privacy under Article 21 will 

ensure the protection of personal liberty and secure a dignified life for every individual. The 

nine-judge Constitution Bench held that the right to privacy is a facet of the right to life 

protected under Article 21 of the Constitution. The Puttaswamy Judgement delves deep into 

the concept of human dignity and its relation to the Fundamental Rights provided under Part 

III of the Constitution. The PDP Bill was formulated at the recommendation of the Puttaswamy 

judgement, which aims of linking human dignity with privacy.43 The Puttaswamy Judgement 

paints the essential components of privacy, which heavily influence the draft PDP Bill. Privacy 

essentially composes of private space, human personality and autonomy of an individual. The 

judgement lays down privacy as an inalienable element upon which the foundations of human 

liberty and dignity are built. However, the judgement emphasises maintaining a harmonious 

balance between the privacy of an individual and the rights of the society members, where the 

former is subject to the peaceful enjoyment of the latter. 

 
41 Justice K.S. Puttaswamy & Ors. v Union of India & Ors, A.I.R. 2017 S.C. 4161 (India). 
42 Sheetal Asrani-Dann, The Right To Privacy In The Era Of Smart Governance: Concerns Raised By The 

Introduction Of Biometric-Enabled National Id Cards In India, 47 I.L.I.J. 66, 53-94 (2005). 
43 Raghunath Ananthapur, India's New Data Protection Legislation: Do the Government's Clarifications Suffice, 

8 SCRIPT ED. 317, 320 (2011). 
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The Puttaswamy Judgement emphasises the direct link between securing informational privacy 

and the need for a data protection law in India.44 Technology and data sharing have 

interconnected lives globally, and such data can be accessed, searched and linked to 

formulating new data sets of an individual. It identified that India's need for data protection 

legislation was to secure every individual's autonomy and adopt the standards of non-

discrimination while collecting & processing data. The Puttaswamy Judgement recommended 

that the State adopt a data protection regime after taking due diligence in balancing the State's 

legitimate interests with individuals' interest in privacy rights.45 While adopting the rights-

based approach and overemphasising the data provider's consent serves to protect the 

autonomy/privacy of an individual, it is not feasible in securing the State's legitimate concerns.  

The three requirements to be upheld by the data protection regime in India are: 

i. Law depriving an individual's privacy must be valid (mandate under Article 21). 

ii. The law must satisfy the test of reasonableness & arbitrariness carved out of Article. 

iii. The mechanism adopted must be proportional to the need/object to be fulfilled by the 

law. 

The object sought to be fulfilled by the PDP Bill 2019 is to safeguard informational privacy, 

secure data, create a relationship of trust between the data providers and data processors, and 

establish a balanced approach to secure individual autonomy & legitimate interest of the State. 

However, the PDP Bill provides excessive power to the State by adopting a framework 

dominated by intervention and control by the State. The PDP Bill allows the State to compel 

businesses to share even non-personal data collected & stored by such entities. There is a failure 

to provide checks & balances over the supervisory power available to the State under the PDP 

Bill.  

The PDP Bill empowers the State to exempt any of its agencies from complying with the PDP 

Bill requirements. Construing the PDP Bill provisions, it seems that the State holds power to 

decide the safeguard/compliance level applicable to their utilisation of data. The mechanisms 

stated above raise the concern of the possibility of arbitrariness by the State, which violates 

Article 14 and is in contravention to the second requirement iterated by the Puttaswamy 

 
44 Brett Orren, India's Data Wild West: The Aadhaar System and Its Questionable Data Protections, 

45 N.C. J. INTL’ L. 619, 640 (2020). 
45 Deva Prasad M and Suchithra Menon C, The Personal Data Protection Bill, 2018: India's Regulatory Journey 

towards a Comprehensive Data Protection Law, 28 INT'L J.L. & INFO. TECH. 1, 8-10 (2020). 
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Judgement.46 While the PDP Bill's focus must balance the interest of the State and an 

individual, the above mechanism indicates a heavier inclination towards furthering the State's 

interests by providing new surveillance sources. The object sought to be achieved by the PDP 

Bill and the mechanism adopted are not proportional.47 The mechanisms stated above highlight 

the deviation from the third requirement indicated by the Puttaswamy Judgement.  

While the judgement expressed the possible dangers of collecting data by entities, the PDP Bill 

has over-burdened the businesses collecting data.48 Between strengthening the State's power 

and imposing heavier obligations on entities processing data, the mechanisms mentioned above 

have lost sight of a robust data protection regime's primary focus; preventing harm to 

individuals caused by the breach of privacy. Data protection principles adopted by the PDP 

Bill suggest that securing the fundamental right to privacy is conditional from the very 

beginning and does not approach it as its foundational objective. Enhancing the State's powers 

by the mechanisms stated above comes at the price of economic growth and innovation due to 

the excessive compliance costs imposed on businesses processing data.  

COMPARING THE GENERAL DATA PROTECTION REGULATION 

(GDPR) AND THE PDP BILL 2019 

The GDPR of the European Union is the foundation and bedrock of the principles enumerated 

in the PDP Bill.49 The PDP Bill has distinct features tailored for the Indian scenario in 

comparison to the GDPR. The scope of GDPR is narrower than the PDP Bill as it is applicable 

only for personal data processed in the context of its establishment in the EU.50 The PDP Bill 

is applicable at a broader territorial jurisdiction as its application is triggered by any personal 

data processed within the territory of India and outside the territory, only under certain 

circumstances.51 However, the broader scope of application is based on the Indian 

Government's discretion of execution. The Government's broad powers aim to protect data 

processed in India only, whether concerning the country or not. While this mechanism provides 

 
46 Kritika Bhardwaj, Preserving Consent within Data Protection in the Age of Big Data, 5 NAT'L L.U. DELHI 

STUD. L.J. 100, 104-106 (2018). 
47 Lalit Panda, The Weight of Secrets: Assessing the Regulatory Burden for Informational Privacy in India, 

15 INDIAN J. L. & TECH. 40, 61 (2019). 
48 Tarun Krishnakumar, Law Enforcement Access to Data in India: Considering the Past, Present, and Future of 

Section 91 of the Code of Criminal Procedure, 1973, 15 INDIAN J. L. & TECH 67, 91 (2019). 
49 Harish Suryavanshi, India's Personal Data Protection Bill ("PDP Bill"), 2018: Brief Introduction, Key 

Provisions and Comparison with GDPR, 12 INT'L. IN-HOUSE COUNSEL J. 1, 1-2 (2019). 
50Ashit Kumar Srivastava, Data Protection Law in India: The Search for Goldilocks Effect, 

5 EUR. DATA PROT. L. REV. 408, 410-412 (2019). 
51 The Personal Data Protection Bill, 2019, Bill No. 373 of 2019, § 2A(c) (11th December, 2019). 
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a uniform and standardised treatment of personal data, raising security and protection 

standards, there exists a lack of remedies for the excessive power granted to the State. 

While the scope of applicability of both the GDPR and PDP Bill is restricted to personal data 

and not anonymous data, the PDP Bill grants power to the Government to acquire disclosure 

of non-personal data and 'anonymised data' from organisations. Furthermore, the exemption of 

specific provisions for personal data processed for the prevention of unlawful activities 

includes law enforcement authorities and any organisation processing data in the interest of 

investigating and preventing activities in contravention with law.52 Such exemptions available 

to any data processor lead to personal data vulnerability, which can be processed without 

compliance with the PDP Bill's standards under the garb of investigation, prosecution, and 

prevention of offences.  

The definition of personal data in the PDP Bill is a derivation and extension of the definition 

provided in the GDPR.53 Although broader, the PDP Bill is less flexible. It does not consider 

an individual identifiable with a reasonable likelihood and provides the features attributed to 

identifying a natural person.54 The greater flexibility of the definition in the GDPR infers that 

data in every circumstance may not amount to personal data. The meaning of sensitive personal 

data in the PDP Bill is broader as it authorises the State flexibility of defining additional 

categories under sensitive data.  

The PDP Bill has partly adopted the seven principles of data protection as laid down by Article 

5 of the GDPR. However, the jurisprudence behind the concept of consent in data processing 

varies. Under the GDPR, the role of consent is to ensure specific and meaningful control of 

personal data.55 Consent under the PDP Bill provides transparency in data processing and 

greater protection of informational privacy. Therefore, the consent mechanism aims to 

accomplish the larger goals of the Indian democracy yet adopt the high standards of data 

protection under the GDPR.56 

 
52 The Personal Data Protection Bill, 2019, Bill No. 373 of 2019, § 36 (11th December, 2019).  
53 Directive 2016/679, of the European Union and of the Council of 27th April 2016 on the on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119). 
54 The Personal Data Protection Bill, 2019, Bill No. 373 of 2019, § 3(28) (11th December, 2019). 
55 Kritika Bhardwaj, Preserving Consent within Data Protection in the Age of Big Data, 5 NAT'L L.U. DELHI 

STUD. L.J. 100, 108 (2018). 
56 Q: Should India Implement a GCPR-like Data Protection Law, 37 INT'l FIN. L. REV. 16, 16-17 (2018). 
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While the majority of lawful basis required for processing personal data is similar, the PDP 

Bill lacks the performance of a contract as a basis, which may be derived from the basis of 

consent. Formulating provisions for the execution of contracts would remove any ambiguity of 

personal data processed and ensure the interpretation of consent provisions within the Bill's 

spirit. Processing of personal data without consent is available under both GDPR and PDP Bill. 

The GDPR provides the burden of determining the legitimate interest for processing such data 

and imposes liability on the data controller. The PDP Bill sets the responsibility on the Data 

Protection Authority for processing personal data without consent and not on the actual data 

fiduciaries. Although the scope of the GDPR is broader, the PDP bill provides levy to the Data 

Protection Authority, as they do not have to consider every practical purpose stated.  

The data fiduciaries' access rights require more critical information to be disclosed than the 

GDPR.57 Excessive regulation of transparency and the right to access is at the cost of an undue 

burden on the administration.58 Deleting an individual's data as per Section 18 and 20 comprises 

the right to erasure and the right to be forgotten. At the same time, such a distinction is absent 

in the GDPR. The burden on the adjudicating officers and Data Protection Authority is due to 

various contextual factors provided by the PDP Bill. This process results in an excessive burden 

on authorities for deleting data and narrow interpretation of the right to be forgotten under the 

PDP Bill. There must be the inclusion of responsibility and liability of data fiduciaries 

possessing data to delete personal data, as requested by the data principal.59  

ANALYSIS AND RECOMMENDATIONS 

While the Bill aims to provide the foundation for privacy laws in India, there are several 

limitations in the data protection mechanisms adopted by the Bill. The Bill's limitations stated 

below indicate adopting a narrow approach in safeguarding data, thereby restricting innovation 

and the benefits extracted from data processing. The excessive regulation of agreements in 

which the data principal has provided consent is in contravention to the privity of contracts. 

Although State authorities have a duty to protect individuals from unfair contractual terms or 

prevent illegal agreements, the restrictions and liabilities imposed on utilising personal data, 

even with the data principal's consent, lead to a higher implementation cost.60 On one side, the 

 
57 John Butz, Data Security in a Global Economy, 17 NW. J. TECH. & INTELL. PROP. 261, 268-271 (2020). 
58 Simon G. Davies, Constructing an International Watchdog for Privacy and Data Protection: The Evolution of 

Privacy International, 3 J.L. & INF. SCI. 241, 249-250 (1992). 
59 McKay Cunningham, Privacy in the Age of the Hacker: Balancing Global Privacy and Data Security Law, 44 

GEO. WASH. INT'L L. REV. 643, 647-650 (2012). 
60 Lilian Edwards, Privacy, Security and Data Protection in Smart Cities: A Critical EU Law Perspective, 2 EUR. 

DATA PROT. L. REV. 28, 32 (2016). 
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approval of the data principal is integral for maintaining the privacy of data. On the contrary, 

it draws attention to the practicability of acquiring consent from individuals for every data 

required to be processed. The Bill portrays a conundrum between privity to contract and 

safeguards of informational privacy laid down by the Bill. Therefore, it is recommended that a 

committee be set up to conduct a cost-benefit analysis of the consent-based mechanism adopted 

by the PDP Bill. The analysis will ensure a harmonious balance between the excessive 

regulation over the consent of the data principal and the protection of data privacy achieved by 

the same.  

The PDP Bill recognises that data cannot be processed for the purpose other than the purpose 

consented by the data principal. The PDP Bill states that the data principal has the right to 

withdraw their consent. Such claims will function as an invisible hand, influencing India's 

privacy laws after enacting the PDP Bill. The over-practice of obtaining prior consent leads to 

rigidity in data processing and stifles innovation & growth of the system. While Section 5 of 

the Bill provides for fair and reasonable use for processing data even for the purposes the data 

principal reasonably expected, the ultimate control lies unilaterally with the data principal. 

There is no denying the importance of consent of the data principal in the processing of data. 

However, there is a need to balance data privacy through the consent process and flexibility in 

processing data. Protection of personal data should not be at the cost of growth and innovation, 

which can be achieved through flexible data processing.61  

The cost-benefit analysis of the GDPR reveals that its implementation will be a critical 

economic benefit for the European Union.62 The economic benefit was assessed based on 

harmonising privacy standards throughout the EU.63 While the same does not have complete 

relevance in India as the privacy laws are partially standardised, a growing economy like India 

must consider a statute's economic impact.64 While studying and formulating the PDP Bill, the 

Data Protection Committee did not compute the estimated financial costs and benefits of its 

implementation. There is a need to assess the impact of cross-sectional laws of privacy in 

 
61 Mireille M. Caruana & Joseph A. Cannataci, European Union Privacy and Data Protection Principles: 
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62 Ibid, at 99. 
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of Personal Data, 2 EUR. DATA PROT. L. REV. 70,75-78 (2016). 
64 Anirudh Burman, Will a GDPR-Style Data Protection Law Work for India? 3-8 (Carnegie India Article 15th 

May 2019).  
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employment and growth of jobs in India and analyse the effect of the proposed legislation on 

labour markets, modern technology, and firms' productivity.  

The data principal's right to seek information and the right to be forgotten will increase the cost 

of implementation of the PDP Bill. The EU impact assessment indicates the increase in cost 

due to the rights-based approach adopted by the GDPR.65 The PDP Bill adopts a rights-based 

mechanism for the protection and procession of data. The rights-based approach provided by 

the PDP Bill portrays that the cost of protecting privacy is lower than the benefit of protecting 

privacy. However, the same is not accurate as the consumer's cost in protecting privacy under 

the present PDP Bill is likely to be higher due to the opportunity cost incurred in acquiring 

privacy information and modern technology. Furthermore, data principals who withdraw their 

consent for processing data miss out on the benefit provided by the process.  

Research has to be conducted on data processing methods currently followed in the system and 

the level of control exercised by data principals' consent over data processing. The aim of 

protecting individuals' rights, as expressed in the preamble, cannot be attained through the 

philosophy of the right to consent in its strictest sense. Over-emphasis on the acquisition of 

consent mechanism by the Bill is an ineffective step towards data protection.  

By adopting the principle of limitation of purpose, Section 5 of the Bill ensures that privacy is 

not treated merely as a resource. Emphasis on the purpose of processing data ensures to 

safeguard privacy by acting as a system of checks and balances. However, excessive power is 

channelled by the right to consent, which is of great concern. Chapter III of the PDP Bill is 

categorical in this matter, but there is a need to bring clarity to ensure air-tight legislation.  It 

is recommended that the PDP Bill should include provisions for recognising data processing 

through contracts. Furthermore, it is recommended that the PDP Bill must be amended to 

exempt the imposition of the notice-consent mechanism and other regulatory obligations for 

using data explicitly authorised by the user through contracts. Recognising the privity of 

contracts in data processing upholds the importance of the data principal's consent and provides 

a cost-efficient method of using data by reducing regulatory compliances.  

The right-based approach and responsibilities on data fiduciaries suggest excessive privacy 

protection without stating the harm to be countered by the PDP Bill.66 The definition of harm 

incorporated under Section 3(20) fails to distinguish between injury caused by misuse of data 

 
65 Supra Note 59, at 3. 
66 Lee A. Bygrave, Privacy and Data Protection in an International Perspective, 56 SCANDINAVIAN STUD. L. 165, 
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and the benefit of positive discrimination. The absence of distinction may reduce realist 

innovations and increase the compliance cost of businesses processing data. The definition of 

harm as per the PDP Bill must be amended to address specific harm which may impact the 

users. The focus must be on the prevention of injury caused to an individual and society by 

violation of data privacy. The regulatory burden and compliance cost would be reduced by 

imposing liability for specific harm or injury caused instead of "any" form of data misuse.67   

Analysing the PDP Bill indicates that the compliance procedure will significantly increase 

expenditure for all organisations involved in processing data.68 The requirements of 

localisation of data, consent and notice procedures, data fiduciaries' responsibility, processing 

sensitive personal data & data of children, right to profitability, and right to access, to name a 

few compliances. Two aspects have to be included in the PDP Bill to reduce the compliance 

cost incurred by organisations. Firstly, obligating firms to transfer non-personal data to the 

State authorities needs to be removed from the PDP Bill to prevent the disintegration of 

property rights and growth of the economy and innovation within the country. Secondly, the 

PDP Bill must ensure the reduction of obligations of organisations that do not process critical 

personal data proportionate to the extent of the risk incurred by their activities.  

Section 35 of the Bill provides unrestricted power to the Central Government to exempt the 

Government agencies from the provisions of the PDP Bill for the reasons stated in sub-section 

(i) and (ii). The power of exempting government agencies from the PDP Bill provisions for 

surveillance raises red flags on securing individuals' privacy against the State and protecting 

vital data from the Government. The Aadhar Card project creates mass surveillance, raising the 

issue of protection of data available with the Government and breach of privacy & individual 

autonomy. The Bill primarily aims to protect the data available with the government and data 

fiduciaries, thereby securing privacy. Therefore, there is a need to reconsider the PDP Bill's 

exemptions provided to government agencies by adopting a system of checks and balances. It 

is recommended that the PDP Bill must explicitly incorporate the procedure, requirements, and 

regulations to be followed for exercising the powers conferred upon the government authorities 

by the exemptions provided under the PDP Bill.  

 
67 § 3(20), The Personal Data Protection Bill, 2019. 
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This Paper argues that such a practice will further the cause of incorporating the spirit of the 

Bill in safeguarding informational privacy. The PDP Bill possesses several ambiguities like 

baseless definitions, excessive regulation, cost burdening provisions, the gap in identifying 

specific injuries on privacy and other flaws as stated above. The structure of future privacy 

regulations in India will be founded on the PDP Bill. There is a dire need to review the PDP 

Bill's lacunae and adopt means to rectify the same, following effective implementation in the 

Indian scenario.  

CONCLUSION 

Privacy is based on the concept of autonomy of an individual and safeguarding one's 

personality. Securing one's personality ensures freedom from social expectations, leading to 

accurate and unconstrained expression of one's beliefs, expression and thoughts. The 

personality of an individual is inviolable, thereby making privacy an integral facet of human 

dignity. Privacy laws must include enforcement and remedial mechanism to prevent the 

violation of privacy rights guaranteed by the law. 69  

The Bill is drafted with the primary focus on the regulation of data instead of data protection. 

The jurisprudence of privacy in India has gradually moved from being a means to protect other 

rights to a right in itself. The approach towards drafting the Bill must address the violation of 

privacy rights, harm caused by the breach of informational privacy, and its role in safeguarding 

society's interests. The provisions of the Bill are heavily based on compliance mechanisms by 

processing entities. The Bill portrays data protection as a consequence or by-product of 

strengthening the State's power in surveillance and data regulation. Adoption of a preventive-

based mechanism leads to higher compliance costs to be borne by organisations and businesses.  

In the light of the analysis and recommendations stated above, the Paper would conclude its 

arguments by stating that data protection legislation and regulations have a limited capacity to 

resolve issues related to data processing. Being a cross-sector data protection regulator, the Bill 

must address every issue about data protection. However, the Bill must be focused on 

safeguarding individuals and society's data to minimise the harm caused by information 

processing. The preamble of the Bill states its determination to provide remedies for 

unauthorised and harmful processing. The lacune highlighted above indicates that the PDP 

Bill's primary focus has wavered from minimising injury caused by data processing. Positive 

 
69 Caroline E. McKenna, India’s Challenge: Preserving Privacy Rights While Implementing an Effective National 

Identification System, 38 BROOK J. INT’L L. 729, 734 (2013). 



A CRITICAL ANALYSIS OF THE PERSONAL DATA PROTECTION BILL 2019 VIS- À -VIS DATA 

PROTECTION AND PRIVACY 

 

 17 

strides towards this approach will enable establishing a regulation promoting a harmonious 

balance of growth and privacy. 

 


